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Ladies and gentlemen,

Thank you for inviting me to present you the Internet voting application that we are developing in Geneva, on behalf of the Swiss federal government.

Let me first outline the structure of my presentation:

· I'll begin with a bit of semantic, explaining you what we intend by Internet voting and how it differs from electronic voting;

· I'll explain you why we decided to develop and Internet voting application;

· I'll underline why it is important in our opinion for States to step in now in the race towards e-government solutions;

· I'll tell you what are the legal conditions for a democratic ballot according to the Council of Europe and how we translated it technically for the Internet voting;

· I'll explain you briefly how our system works;

· I'll tell you what people think of it;

· and it will be time to conclude my presentation.

What is Internet voting? By this expression, we mean the possibility of remote voting through the Internet, from domestic or office computers linked to fixed telecom nets. There are many pilot projects in several other countries that deal with electronic voting. It is a different concept. Electronic voting covers a broad range of ballot systems, from the electronic machines that read the ballots - as they were used for example in the controversial US presidential election in 2000 - to the electronic ballot boxes installed in polling stations, or mobile phone voting systems.

It might seem odd that we are developing an Internet voting system in a country where in some places citizen still gather on central squares on Sundays to vote by raising their hand. Yet, there is a set of reasons why we embarked on this project.

· In our "direct democracy system", citizens have to express themselves about laws adopted by the parliament and about proposals brought forward by political parties or other citizens. Swiss voters are called four to five times a year to the ballot, sometimes more. For this reason, convenience is a keyword of the voting procedure. Postal voting is now used by more than 90% of voters in Geneva. Its introduction has notably increased participation.

· Some 52% of the Swiss population has an Internet access, usually both at home and on the workplace. It is one of the highest percentages in the world. One Swiss resident out of three surfs the web daily. This affects our behaviour in many ways. E-mail has replaced the "snail mail", managing one's bank account or shopping at the grocery's is now possible on the web and reading patterns have changed as Internet becomes a growing source of information and news and cyber forums are becoming an important tool to feel the nation's pulse.

· There are 580.000 Swiss citizen living abroad, that is more than 10% of the total voter figure. It is important to provide them with an efficient and simple voting system. The same is true for the disabled people living in Switzerland.

· In our view, the public service must adapt itself to the ways of living of the people it is serving and not the other way round. Therefore, the administration has to take into account the growing public demand for a broad range of on-line services, without waiving the more traditional ways of dealing with the people.

For all theses reasons, the government, both in Geneva and at the federal level have decided to develop e-government solutions. Internet voting is part of this wider approach.

There is another point in developing an Internet based ballot system. The computer and software industry is working hard in developing e-government and e-voting solutions. Some companies are already selling ready to use Internet voting applications. If the States do not act now, if they do not define their needs and develop their own solutions, we will be shortly facing a closed market, dominated by private companies, where the only choice left for States will be to decide whether to buy say a Microsoft voting system or an Oracle voting system, to name two big players.

We think that voting is not something that can be left blindly to the private sector. We choose to develop our own solution from scratch, in partnership with two locally installed companies, Hewlett Packard and Wisekey. By doing so, we were able to bring our own requirements to the negotiation table and create an application that respects our legal constraints and the social voting habits. The State owns this application, it cannot be resold anywhere else and we know it thoroughly. There is no "black box" protected by copyrights preventing us the access to some of its components.

What are the prerequisite of a democratic ballot? They are defined by Article 3 of Protocol 1 to the European Convention on Human Rights. This article states that the "contracting parties undertake to hold free elections at reasonable intervals by secret ballot, under conditions which will ensure the free expression of the opinion of the people in the choice of the legislature."

Concretely, the freedom and secrecy requirements mean the following:

· Only entitled voters can vote and there must be a way to ensure that voters really are who they say they are,

· Ballots must be kept secret until the opening of the ballot box, they must not be intercepted, modified nor diverted before reaching this box,

· Authorities must be able to prove that a given citizen has voted to prove he or she was not denied this right.

Besides, there are specific rules for Internet voting:

· The system must resist hacking;

· Voters must be protected against identity theft,

· Voters' number and ballots' number must match.

This is what we set out to translate technically. Our application does not cover elections, but only what we call Notation", that is the polls when the population has to say by "yes" or "no" whether it accepts laws passed by the parliament or proposals brought forward by a party or a group of citizen.

Our solution is based on the existing voting material and does not require any special feature on the voters' computers. The central tool of the current voting material citizen receive home is the voting card. This card is renewed for each ballot and must be presented when voting, or sent together with the postal ballot. We simply added a personal number to the card. When voting on the Internet, voters will use this number to identify themselves on our server.

Let me now explain you the Internet voting transaction. It has four stages:

1. To be recognized as a citizen being entitled to vote, the voter gives his card number;

2. He votes;

3. The system submits a recapitulation of his choices

4. The voter confirms or alters his choices and confirms his identity by giving his birth date and its municipality of origin (this Swiss special administrative feature is very tricky to guess or counterfeit)

5. The system confirms it has recorded the vote by giving the date and time of the recording.

This procedure ensures that only registered voters can vote and makes it very difficult to steal someone's identity t o vote in his place. Since voters' id and ballots are kept in two distinct files, it will not be possible to match a ballot and a voter. We'll also shake the ballot box before opening it, to prevent any cross reading with the voters' file.

What about the other security measures ? To prevent the opening of the electronic ballot box before D-day, two keys are necessary. We will give them to members of different political parties represented in parliament. The aim is double: we want to have a cross check at the ballot box opening and we want to preserve the rule that requires a democratic control of the ballot box opening.

On the Internet, the ballot will be encrypted. To use a metaphor, I can say that our server will pull a sealed cover to the voter's computer, to protect the ballot on its way back to our server. Furthermore, we have three servers, each one running on a different operating system. The hacking tests we carried out have shown the system to be very very safe.

What do people think of it? We have asked the Geneva university to accompany the project with legal and socio-political studies. These have revealed that there is a two third majority supporting the implementation of the Internet voting. If we consider only the some 48% of the people who do not use Internet, there is still a majority supporting the Internet voting.

We tested our application on a representative sample of Geneva citizen and it taught us two things: using the Internet voting application increases its public support and people would like to have a sort of "political portal" on the Internet, to vote but also to receive and exchange information with parties, authorities and fellow citizen. We called this the "cyber forum". It is very encouraging to us, because it shows that people want more than a technical solution, they want to be able to be citizens on the web.

To close this presentation, let me add a few details. The development of our application should cost about 2 million Swiss francs (1,35 million US dollars). But, as you know, new technologies are constantly evolving. Our application will never be achieved, we will have to adapt it to new IT threats or techniques. Finally, the citizen of Geneva should be able to vote through the Internet for the first time next year. This possibility will however not replace the existing ballot forms, the traditional ballot box and postal voting. but will be offered as a supplementary way of casting a ballot.

